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THE INSTITUTE OF BANKERS, BANGLADESH (IBB)
6th Banking Professional Examination, 2025
AIBB

INFORMATION AND COMMUNICATION TECHNOLOGY IN FINANCIAL INSTITUTIONS (ICTFI)

Subject Code : 210 4

Time—3 hours
Full marks—100
Pass marks—45

[N B. The ﬁgures in the right margin indicate full marks. Answer the questions as mentioned in different parts.]
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Part A—Broad Questions
(Answer any two questions)
Marks—20x2=40

Define ICT Risk Management. Identify three major areas of ICT risks in financial
institutions and describe appropriate mitigation strategies for each risk. -

Explain the significance of “Guideline on ICT Security for Banks and Non-Bank
Financial Institutions” issued by-Bangladesh Bank. How does it help banks to prevent
and to respond to cyber threats?

What is a digital wallet and how does it differ from traditional payment methods? How
does usage of digital wallets contribute to the cashless economy?

How does a Bank ensure interoperability and secure API integration between legacy
systems and modern digital banking platforms such as Mobile APP Payment Gateway
and Switching applications?

What are the thoughts and ideas of a financial institute to evaluate and implement
computerization approaches like Centralized or Decentralized for supporting agility,
scalability and efficiency?

How has Information and Commumcatlon Technology (ICT) transformed traditional
banking operations in terms of efficiency and customer satisfaction? How do Internal
Audit, Risk Management and IT Security teams collaborate to . ensure eﬂ'ectlve
governance over ICT Risk and Cyber Security Management?

What control and reconciliation - processes are applied in clearing and settlement
systems? What technologies and processes are used for cheque truncation and clearing
lifecycle under the Bangladesh Automated Cheque Processing System (BACPS)?
Discuss the usage and benefits of Enterprlse Resource Planning (ERP) and Customer
Relationship Management (CRM) software in financial institutions. How do there
applications improve operational efficiency and customer dealing?

Part B—Mathematical Problem
(Answer any one question)
Marks—10x1=10
A bank has observed that 60% of its customer queries are handled by its call center while
40% are handled through IVR system. If the average cost per call center query is Tk. 200
and the average cost per IVR interaction is Tk. 50, calculate the total cost for handling
12,000 customer queries? '

If the bank wishes to shift an additional 30% of call center queries to IVR system, what

would be the potential cost savings for the same number of queries?

A financial institution is considering to implement a new fraud detection system powered
by Machine Learning (ML) and Artificial Intelligence (Al). Their current manual fraud
detection system has a detection rate of 70% and a false positive rate of 10% i,e. 10% of
legitimate transactions are flagged as fraudulent. The new ML and Al based system
promises a: detection rate of 95% and a false positive rate of 2%. If there are 1000
genuine fraudulent transactions for every 1 million transactions, analytically compare the
number of undetected frauds and the number of false positive detections between both
the current system and proposed ML and Al powered system.

‘Discuss the challenges of implementing ML and Al powered system for two banks upon

which one is a very old bank and another one is a very new in operations.
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Part C—Problem Solving
(Solve any one case)
Marks—20x1=20

Case-1: Transaction Validation Failure in Mobile Banking System :

Ms. Snigdha, an Assistant Manager of'a commercial bank in Dhaka, receives a request from a
corporate client to disburse salaries of 520 employees using the banks integrated mobile
banking platform. The disbursement of total BDT 3 crore 18 lacs must be compléted before the
end of that business day. Due to a system update, batch processing is temporarily disabled. So,
Ms. Snigdha manually uploads the salary file without validating the data format or performing
a dry run. The system accepts the file but later flags multiple transactions as failed due to
invalid account numbers. Additionally, some duplicate transactions are processed and three
employees received double payments. No real-time alerts are sent to the client or employees.
The mobile banking platform lacks a: built-in error validation mechanism and Ms. Snigdha
proceeds without consulting 1T team.

This case study explores a real-life scenario involving salary disbursement through a mobile
banking platform where lack of operational and syste{n—level oversight led to transaction
failures and duplications. The following questions are designed to assess your ability to analyze
risks identification weaknesses and propose an effective solution in digital banking operations.

(a) What is the main operational risk introduced by manual upload of transaction file without validation?

() Imagine that you are the compliance officer. What steps would you take immediately

while discover duplicate payments?

(c) “Absence of error-checking in the mobile banking system is solely a technical issue not an
operational issue”—Justify the statement.

(d) Suggest a workflow of control mechanism that could ensure error-control of bulk
transactions in digital banking platform. ; :

Case-2 : Delta Bank’s FinTech and Future Banking Initiative : p

Delta Bank, a tech-forward -financial institution, recognizes that the future of -banking lies in
embracing FinTech and advanced technologies. While they have a robust core pankmg system
and various delivery channels like ATM, POS and Mobile APP, they aim to leapfrog
competitions and customer adoptions by introducing Artificial Intelligence (AI), Machine
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Learning (ML) and Blockchain technology. They are particularly keen to enhancing customer

experience with innovations, improving fraud detection and streamlining internal operations.

(a) Describe how AI/ML can be effectively utilized for enhancing customer experience with
innovations and fraud detection. = '

(b) Explain the fundamental concept of Blockchain technology and its potential relevance to
financial services considering record-keeping and fraud prevention. - B ]

(c) .Delta Bank currently provides various fund transfer systems. Highlight the key differences
in speed, cost and use cases for SWIFT, Visa Direct, RTGS, BEFTN and NPSB IBFT.

PartvD—Understanding-Terminology
(Answer any five questions)
Marks—10

Compare and contrast bétween any five of the followings :
(a) ICT Security vs. Cyber Security :

() NDC vs. DRS g

(c) Electronic Banking vs. Online Banking

(d) Cloud Computing vs. On-premise ICT Infrastructure
(e) App Banking vs. Web Banking

() Agent Banking vs. Mobile Financial Services

(g) Prepaid Card vs. Debit Card

(h) ATM vs. CRM »

(i) ACL Whitelisting vs. Blacklisting

() Crypto Currency vs. Central Bank Digital Currency.

Part D—Short Questions
(Answer all the questions)
Marks—20

Answer following questions very briefly.
(a) What is the key reason of using multi-factor authentication?
(b) What is the significance of ISO 27001 for a financial institution?
(c) .What is the role of payment gateway for an e-commerce transaction?
(d) What do you mean by BYoD control?
(e) What is the role of MICR technology in cheque processing system?
(/ What is the significance of TakaPay Card?
(g) State the significance of Anti-Malware Software.
(h) How does a digital signature protect an electronic document from being forged?
(i) What is the necessity of BCP in a bank? .
() “ICT Security shall be separated from ICT Operations”—What is your opinion?"

T 2x5=10

10x2=20



3

(et o]
[HB7 : ©IN A0 e ST < @t | e et RSy e er Buw e ]

Wt A oy
(@ et qfo dve Taw )
TH—0ox=80

1 () U e @it e IR IR ot | Wi efSbrres sur 6 amtrmt ey
Qe ol e ovw fofees Feea a eifSfl e & Torge e et 3T e |
(}) AT RS I TS “Guideline on ICT_Security for Banks and Non-Bank
.~ Financial Institutions” @3 Sreorf AT T | @ff SN AR AR9 Tl afstary
g &fSferat wiwiTs TRITSt FE? :

31 (@) TEfEBeE eaEn @ ww «ft PR AUTE (TS AFE (AT Wil fEf&se emeesy 7z
TR SRS FrSiT Wi qTL?
() o o I Femby FresT «ar (AR S, (TS (b eta, JRfor SrifEtei-ag Tret
AT RRTE IR gbwhEr e e aag @M (API) FSur e
IA? Co

o1 () Agility, Scalability @< Efficiency Wdq 3319 &7 (@arge A Rradigs FCoRIZwer
ST TR 4R IR & 46 Nl effediora foerermr qar e A
(}) O 8 @NES e (WF) Tora eerte i FifEs T O ST TGBT T
Toelie ey Wiz I uw AR fatret IrgemE $oia Il Mo Fifve Fa=
T St e, A g gar w3 et verjrer et wrifiet T

81 () fFufR e GBTES FEsw @ @i fMaEe «ae T afeFat aoart w3t a2 IR
WBIAEE G6F St Febw (BACPS) @9 Wl Cheque Truncation @&k Clearing
SR S (I A& @ Sifera g o @y _ :
(}) wiT ofsprmyrams aBreRs Remf anfie (ERP) @R IP6aR RrermfHe mimeTs
(CRM) SRBeItaa IR @R FRLITAT STAT I64 | 9% IRETE] Freid et
IR AR (WP OF® 2 ; ' _

T o e—
(A @I 93 e Tew )
: TF—oxd=30

¢l (F) G0 IJRF TF IEER @, OF T Q0T Yo% I G759 93 80% IVR Fobms g
. sfavifere zar | 7f &if o1 o 2TyT AT 495 00 I 4R &S [VR SHIESHET 1 495
o BIFI T, SIXC 33,000 HRF & AfROETE &y (NG 45 et T | '
(}) I IT SfSRT vo% T GO AR [VR FTHE ZReT A0S BN, SIFET GIR AU
PRI O] FVIRT IF6 TR IS A?

vl () o witfe afedm @fH i MR (ML) a3 R Ifawat (A]) o=t sifte (e wgw wifmnfs
FAEETT TR 0% QR R IREREF TF Y0% TR Yo% FY FREAE LSRG R
fofes Tt 2@ 1 T ML @3t Al e Feow ve % *mieaad e 3. fr 3feams 29 1%
afoxpls | AW AfS So TF EFTTTA T 3,0000 4TS ASRIAT (AT AT, SIZC
TSI BB @R &3IRe ML @R Al s Fiesy Seum wug weife wifmfen swa
@R iy 2SS *MIGFATR TN RTETNGTSI Gl T |

() wfS TrTF T ML @2 Al BIfTS FTe0T IRBIATTR SICAGECE SCEBAT I+, (T @30
T 7ASA ART @R AT TG IR | :
T F—TE A
(T (AT GG (IR AT 1)
TH—0Xd=0
U @B : (AR TR OB e iR et
TR O3S AT T TEFE AT R FY, 9FEm SRS FEOAEE IR (T IR
omte REa AR AGET IR FE @0 T WHMRIE [@O7 RSATH T @Fb Tqur
oA | (73 IHWIA (1§ RGH WITT (AT © (I So 7% Grafa [Roaet 74y vwe 3 | Froow
WS IR A efFIPa ARSI IF ARt FR | O et i @6 it aniR
I A GIZ A IER T (@O FIZeT WA T | Feow 1RafB et wea fog st oty
AFTET TR PRCT G e 4 e fofes 30 | qwryr, Reg gReed e siferre
T A Fowor 5 faed &Y &S & | PG I FORITE IR (T [FA-51RT ToFor AR
| TRz GRRR ATt aeB BT Tt ACRIAT AIZR WOk IWE Gk FoeT
W3S Brwa e At ggiE I FE | .

Yo

UH=0

GH=3

&+¢=53o

-

Yo

[ opraEw



BAIS (37 TS IAWINCTE @3B PG ST 471 T, (R (NRIZeT DR BT T

o Reaet wfgs g fvem g Feow e SwrE Wi @ et a1 RS @

TAMe 2 | RS e o e e gt et 72 R InRR IR
TR TN BT IR FAST PHIAF S0 L |

(F) TICRTAY QYR T TIRET T TG I TG F Y ARt s 0ofy 2o “iMea?

() FEA TR @, WA IR AR | QAT (oS wmfwia Fm o Wi srwfweE ¢

F wret Nwe

(N IR YRR FESE - wEE @ aall efests ww, etteEE et ¢

—fqfeiba MrerR Rt e |

) mwwwﬁwmﬁamm-m-mmﬁﬁww ¢

fRaae ot fwe )

bl @ BIE- ¢ (OB R T gk O g Soapvt |
(Tt IRT, GIB STE-wd Wi i, Wﬁ{mwmaz\wﬁ‘ﬁ?m
Ty fFSeer et Ryt 303 | Afne ©itaw W3 =@t (v Trefe BT s ATM, POS &2
RIS APP 97 W RfSy offrer® snewer awaw, S Fiaw 3wt (Al), @fm =1k (ML) @3
FIE Y& AT WG AfSraifiest aR AT MR &S Jed 70w Fier FI0 517 | O Reaw
meﬁ T G127 wiowe! 3, Tmfs e Tge 1 aR TSR FHFT ALTed
IS | :
(F) ToRT a wiffail® *EFCER T aee Afewst 3fEre Al ML IfeE e #3841 b

Gotty 1 T |

(ﬂ)ma{%ﬂcﬁﬁﬁvmmwamwwwwﬁmf%Mwﬁmm{w- q

e AR AN @7 AGIT AT G T |

(o) C=BI IRT IS RSy @a &R FAET I &MF I <4 | SWIFT, Visa Direct, ¢
RTGS, BEFTN @a} NPSB IBFT-93 & if$, 435 @3y Wﬂﬁ?ﬁ v T vnefam_tm

Gkt

: wrw—vrﬁmwmw
. W—do '

LY WNMWWW@«WWW

)
Q)
Q)
)
(®)
®)

®

(%)
()
(=)

wﬁﬁﬁmwmm
NDCIWWDRS
RGP AT SR FRAR ;
PiT FREHR I wm-feifier Wik st
T ARSI I G AR
e YRR I (IR Wi Afeaat
fRATIZT FIE I (BT F1E
ATM T CRM
ACL czrai35 fafior 3 013 fafor
TS Iasical < I e fefEne mr |

et oIS afn

TF—0

so | fARfRre e evqa o A e

=)
C))
(N
®
(®
(®)
®
(=)
@)
(@)

85Uy

B-F1Iq SRABTIIT IR T Fad F?

@t e efedmora ey 1SO 27001 @ SReAd 7
BT RO (ATTS (iDerHd SRSt F? '

BYoD faEe qerce wrfa F g

o effeFaa efFam MICR aqf@r«qﬁméh
TakaPay 31Sq ©r_AE Fi?

afS- TG FFBGWIAT SIRAT AT T |

e b T e TerGie Al o FaT ATF TR @3

@33 T BCP 97 QTAIG1Tst 97

“ ICT FRIeT ICT WP (T3 ST 391 Sfos”™ S wote Fi?

T Yxe=do

dYoxXI=X0



